My Drive implementation — application settings
At this point you have set a S3 bucket, set the IAM role and you have an EC2 instance up and
running. You will need DNS records that directs to the EC2 IP address (you should use an fixed EIP

for this, otherwise the EC2 instance changes it’s public IP at each restart).

EC2 EIP is found into AWS EC2 web-page and it is an easy set, set an EIP and allocate it to the
desired EC2 instance.

Next:
Open a web browser ( Mozilla Firefox in next images ) and go to next URL address:
https://<address>:3200

Where address is the address set into your DNS records and 3200 is the port on witch the settings
web app is running.
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Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to drive.sigmafinance.ro. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.

Learn more...

Go Back (Recommended) Advanced...

At this point the system uses an self-signed SSL certificate created at installation ( on first service
start ). It is safe to use it for this step, you will need to change it with an certified certificate later.

Press “Advanced”:



Press “Accept the Risk and Continue”
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Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to drive.sigmafinance.ro. If you visit this site,
attackers could try to steal infermation like your passwords, emails, or credit card details.

Learn more...

Go Back (Recommended) Advanced...

drive.sigmafinance.ro:3200 uses an invalid security certificate.
The certificate is not trusted because it is self-signed.

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

View Certificate

Go Back (Recommended) Accept the Risk and Continue

The first web app screen is shown, detects a new installation and ask for configuration:
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Server settings:

for Business WebApps API servers

My-Drive

o

Initial settings are required!
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Continue:



Set the used Region and Bucket, copy and save the Passport in a safe place if it is the first instances,
if it is an additional instance you will need to provide the passport from a saved one.
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Server settings:

for Business WebApps API servers
My-Drive

Amazon AWS settings

Region Frankfurt :I

Bucket webdrive98

System settings

Passport 1] WLK‘« e x

EEVEN  Cancel

SAVE THE USED PASSPORT AND KEEP IT SAFE, IT IS USED FOR INTERNAL
SECURITY KEYS GENERATION
you may not add additional servers in case it is lost

More information, see the installation manual and documentation here.

Set the password for Administrator:
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Server settings:

for Business WebApps API servers
My-Drive

Administrator password:
User administrator
Password

Verify

=E\CN  Cancel
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Next, you will need to login and set the SSL certificate:
First (Info) shows the system and running services.
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Server settings:

for Business WebApps API servers
My-Drive

Info | Add certificate | Read certificate | Apps | Close

Services: Q
Name Id Processld Mamory CPU

appserver 0 @ Stopped OMb 0% 10}
auth 1 ® Stopped OMb 0% 0]
memorydb 2 @ Stopped OMb 0% 0]
web80 3 817 46Mb 0.2% 0]

AWS AMI ID: ami-0dfd93fade4a002d9
Server ID: i-0dfea34a8a183a0ab

Instance Type: t3a.micro, linux, 5.4.0-1041-aws, x64

IP: Local WEG_—_— b lic G

Disk: Ideviroot, Total: 7877Mb, Free: 4757Mb, 40% used
https://www.my-drive.cloud Memory: Free: 299836Mb, Total: 980312Mb

Add the SSL certificate:
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Server settings:

for Business WebApps APl servers
My-Drive

Info | Add certificate | Read certificate | Apps | Close

SSL Certificate:

AQsFAACCAQEAZUzgyWEIDCx27sT4rP8iIZ2HEMx Y 0I+PAK3qBEB8oYevO4C5zT0kH

eWEHx2taPDY/laBL2 1/MWKZUNTYQHHPDSb1tXgHXbnL7KqC401dk5SVvCadTQsvd8

S8MXjohyc9z9/G2948kLjmEBFIhSdDYrVYASx20+hEPGOaEOa1eePynBgPayvUfL

giBstzLhWVOL GAKXXmNs+5ZnPBxzDJOLxhF2JIbeQAcHSHMUZrUIo5ZYyOgATs9p

05b8503AM/OJ+CkiFBOifvBhc VdIwviwPsk+uyOy2HITmNxKKgsBTt375te A2 Tw

UdHkhWVMNcsAKX1HT GNMLOEADksd86wuoXvg==

——END CERTIFICATE— i
Certificate KEY:

——BEGIN RSA PRIVATE KEY-—
MIIEowIBAAKCAQEAXPX0KmAIYHP16b3aBQLye3+sqSxA00GE/WZMpg615wobTL5
+WrlUs+mVFBmFe0+ZIWLwWYZPYEDChxHHZIWVSESPrm4jMUMeLar1 CdwOQyhGIDG
yBmMGRaRWuAbB+0Jqqs2S0uUCWSdWseBtyBOziwUImMNXci4SWDUydeEX/marzlAp2
b3gidtJaMLDrkCplkbZk8+zWixokmnat23HIZnrgl ACr4tBuwJqYKBGU/XFSp+J

JBjFdxcinll OdjSh3KN]LWETL4ghXu/PjlgqY7sbW5bX Tg1gO0XDFDpQmT2rSiwI

HO4NPkare 185TII0g1AVQHHUY/emPHBL Pric+wiDAQABACIBAAM2WBCE 10+ WIPK 4

Save certificate



Check the certificate with “Read Certificate”

Server settings:

for Business WebApps AP servers
My-Drive

Info | Add certificate | Read certificate | Apps | Close

& ntpsy/ Certificate information:
CommonName drive
Issuer Let's Encrypt

CommonName R3

Country us

City

State

OrganizationUnit

Public Key Algorithm rsaEncryption
Public Key Size 2048 bit
Validity to Sat Jul 17 2021 08:40:37 GMT+0300

Install the web app for My Drive, it is required to install it because it is stored into the S3 drive first
and second you can use a customized one.
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Server settings:

for Business WebApps AP servers
My-Drive

Info | Add certificate | Read certificate | Apps | Close
Apps

AppName Folder Source Created

Install new app
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Press Install:

e
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Server settings:

for Business WebApps API servers
My-Drive

Info | Add certificate | Read certificate | Apps | Close

Apps

AppName Folder Source Created
Install info!

App Name MyDrive

Folder website

Install from address https://webapp.my-drive.cloud

Install

@ Q-bis Consult
https://www.my-drive.cloud

Installation progress: ( it takes few minutes to complete)
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Server settings:

for Business WebApps API servers
My-Drive

Info | Add certificate | Read certificate | Apps | Close

Apps

AppName Falder Source Created
Install info!

App Name MyDrive

Folder website

Install from address  hitps://webapp.my-drive.cloud

51.88 % acedst/src-noconflict/mode-c_cpp.js
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The installation of the web-app is done:
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Server settings:

for Business WebApps API servers
My-Drive

Info | Add certificate | Read certificate | Apps | Close

Apps
AppName Folder Source Created
Sun Apr 18 2021
https://webapp.my- 09:52:33 GMT+0300
MyDrive website ‘p Pp.my reinstall
drive.cloud (Eastern European
Summer Time)
Install info!
App Name MyDrive
Folder website

Install from address  hitps://webapp.my-drive.cloud

Your app Is installed!

https://www.my-drive.cloud

Open the Info and start the services starting with the MEMORYDB:
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Server settings:

for Business WebApps API servers
My-Drive

Info | Add certificate | Read certificate | Apps | Close

Services: ¢
Name Id Processld Memory cPU

appserver 0 ® Stopped OMb 0% O
auth 1 @ Stopped OMb 0% 0}
memorydb 2 @ Stopped OMb 0% O
web80 3 817 47Mb 0.3% 0}

AWS AMI ID: ami-0dfd93f9de4a002d9

Server ID: i-0Odfea34a8a183a0ab

Instance Type: t3a.micro, linux, 5.4.0-1041-aws, x64

IP: Local 172.31.44.30, Public 18.192.128.80

. Disk: Idev/root, Total: 7877Mb, Free: 4857Mb, 39% used
https://www.my-drive.cloud



Start services:
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START service for:

memorydb

Close EESILUGAE

Navigate to https:<address>
where address is your server URL as set into the DNS
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&) My—Drive & Login @ Help

User administrator
Password
Save password [

Login

files manager

Private $3 Cloud secure files object storage.




The web-app is up and running:
Here is the application as it is set into the S3 bucket ( can be seen on Administrator account )

o ew 0@ —— 9 v =
&) My-Dere A administrator @ Logout £ Admin © Help
_ . Sreee + e Q . @ oot Q
Root 1 @ Applications/ webroot/ website/ Size: 12.89Mb
Documents acedst x
Files
Trash dst X
Applications help x
Network -: favicon.ico
| ) filelist.ixt 9:45:34 AM 2 Kb
@ textedithtm Apr 18, 2021 9:45:36 AM 6 Kb

4 files 0.03 Mb

You can edit text based files of the app and upload what may be needed for a customization.
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Shorfcuts < Undo  Redo~  MSave & Settings (O Exit

cation. ("ht /" +window.

charset="utf
http-equiv




Upload sample:

@ My-Drive
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Upload files

| Browse... | Screenshot from 2021-04-06 16-32-58.png

Screenshol Tom 202 1-0 o 491602
3 2021-04-06

Uploaded file:
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& MV-D“VE A administrator i Logout £ Admin @ Help
& 4, e Upload  ® New Qsearcn @ Logiie
Files/ Size: 0.48Mb
7 Root 1 #
1 Documents B ; Screenshot from 2021-04-06 16-32-58.png Apr 18, 2021 9:57:47 AM 481 Kb
1 Files '
| Trash

| Applications

e L

Current upload: 0.469Mb &
Secreenshot from 2021-04-06

100% 480 08Kb ¢
16-32-58.png
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Administrator account, the users and groups settings:
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System users:

Groups

Search for... Q Active:1  Total:1

‘ Nro ‘ FirstName LastName

1 administrator Administrator

At this point the system is up and running.

Notes:
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