My Drive Implementation (IAM)

In order to secure access of the EC2 instances to S3, an IAM role is required. Use AWS IAM
service web-page.
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Identity and Access
Management (IAM)

« |AM dashboard Additional information (2!

Sign-in URL for IAM users in this account IAM documentation

Dashboard https://541984930095.signin.aws.amazon.com/console (2] | Customize Videos, IAM release history
and additional resources
« Access management IAM resources
Tools 2
Groups Users: 0 Roles: 2
K
Users Groups: 0 Identity providers: 0 Web identity federation
playground
Roles Customer managed policies: 0
Policy simulator
Policies

Security alerts o
Identity providers Quick links
A The root user for this account does not have Multi-factor authentication (MFA)

Account settings enabled. Enable MFA to improve security for this account. My access key

Access reports Best practices Related services (2
Access analyzer Grant least privilege access (% Establishing a principle of least privilege ensures AWS Organizations

that identities are only permitted to perform the most minimal set of functions AWS Single Sign-on (SSO)
necessary to fulfill a specific task, while balancing usability and efficiency.

Archive rules

Analyzers ® Use AWS Organizations (' : Centrally manage and govern your environment as

Settings you scale your AWS resources. Easily create new AWS accounts, group accounts
to organize your workflows, and apply policies to accounts or groups for
governance

Credential report

Enable Identity federation: Manage users and access across multiple services from
Organization activity your preferred identity source. Using AWS Single Sign-On (& centrally manage
Senvice control policies access to multiple AWS accounts and provide users with single sign-on access to
PPy all their assigned accounts from one place

Privacy Pc

One IAM roles is based on IAM Policies. It is required to create an IAM policy that reduce the
access rights to the S3 bucket we need to use. ( See S3 Bucket pages ).
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Identity and Access Create policy Policy actions ~ FS 2 - N 7]
Management (IAM) 1
Filter policies Q
Dashboard
« Access management Policy name « Type Used as Description
Groups » AWS managed Allow Access Analyzer to analy:
Users AccessAnalyzerServiceRole..
Roles 3 AdministratorAccess Job function Provides full access to AWS se:
Policies » AdministratorAccess-Amplify AWS managed Grants account administrative p
Identity providers » AWS managed Grants account administrative p
AdministratorAccess-AWSEL.
Account settings
» AlexaForBusinessDeviceSet... AWS managed Provide device setup access to
« Access reports
Access analyzer » AlexaForBusinessFullAccess AWS managed Grants full access to AlexaForB!
Archive rules 3 AWS managed Provide gateway execution acct

AlexaForBusinessGateway...

Analyzers
» AWS managed Provide access to Lifesize AVS
Settings AlexaForBusinessLifesizeD...
Credential report » AWS managed This policy enables Alexa for B

Organization activity AlexaForBusinessNetworkP...

Provide access to Poly AVS dey

Service control policies » AlexaForBusinessPolyDeleg... AWS managed

rerpey




Create a new policy:
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Create policy QO : -

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn
more

Visual editor JSON Import managed policy
Expand all = Collapse all

~ Select a service Clone Remove

» Service Choose a service

Documentation

Actions

Resources

Request conditions

© Add additional permissions

Chose S3 service:
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Create policy o 2 3

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn
more

Visual editor JSON Import managed policy
Expand all | Collapse all
« 53 (All actions) £ 6 warnings

Clone Remove

» Service S3

Documentation

= Actions Specify the actions allowed in §3 Switch to deny permissions €
close

Manual actions (add actions)
~| All 83 actions (s3:")

Access level Expand all | Collapse all
» List (7 selected)

» Read (48 selected)
» Tagging (10 selected)
» Write (39 selected)

Check — all S3 actions (it will be filtered later per bucket)



You will need to specify the Bucket and Object resource ARN.

(€) c @ © | & https://console.aws.amazon.com/iam/home?region=eu-central-1#/policiessnew?step- ++» o N @O @ B =

» Permissions management (13 selected)

Action warnings €
* s3:CreateJob action requires 1 more action to provide full permissions

* s3:PutReplicationConfiguration action requires 1 more action to provide full permissions

» Resources Specify accesspoint resource ARN for the GetAccessPointPolicy and 5 more actions. €
Specify bucket resource ARN for the GetBucketLocation and 49 more actions. @
Specify job resource ARN for the DescribeJob and 5 more actions. @
Specify object resource ARN for the PutObjectRetention and 29 more actions. €¥
Specify objectlambdaaccesspoint resource ARN for the PutAccessPointConfigurationForObjectLambda and
8 more actions. @
Specify storagelensconfiguration resource ARN for the DeleteStorageLensConfiguration and 5 more actions

i}

Documentation

» Request conditions Specify request conditions (optional)

© Add additional permissions

Char

Click on the desired line.
Bucket first:
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Add ARN(s)

Amazon Resource Names (ARNs) uniquely identify AWS resources. Resources are
unique to each service. Learn more &

Specify ARN for bucket List ARNs manually
arm:aws:s3::webdrive80

Bucket name * webdrive80

Cancel Add

Write the bucket name. The ARN will be completed.



Set the ARN for Object: ( bucket name and ANY for Object name )

. ? 1AM Management Consc. X
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Edit ARN

Amazon Resource Names (ARNs) uniguely identify AWS resources. Resources are
unique to each service. Learn more &

Specify ARN for object

arn:aws:s3::webdrive98/*

Bucket name * webdrive98

Object name *

It should look like this;
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~ Resources @ Specific
close All resources

accesspoint Specify accesspoint resource ARN for the Any in this account
GetAccessPointPolicy and 5 more actions. @@
Add ARN to restrict access

bucket am:aws:s3::webdrive98 EDIT © Any

Add ARN to resfrict access
job Specify job resource ARN for the DescribeJob and 5 Any in this account

more actions. €
Add ARN to restrict access

Documentation

object arn:aws:s3::webdrive98/* EDIT © Any

Add ARN to restrict access

objectlambdaacc... Specify objectlambdaaccesspoint resource ARN for the Any in this account
PutAccessPointConfigurationForObjectLambda and &
more actions. €
Add ARN to restrict access

Specify storagelensconfiguration resource ARN for the Any in this account
storagelensconfig... DeleteStorageLensConfiguration and 5 more actions




You can set a tag ( key and value ). It is not required.
Set the policy name:
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Create policy 2 @

Review policy

Name* | webdrive98-access

Use alphanumeric and *

. Maximum 128 characters

Description
42
Maximum 1000 characters. Use alphanumeric and +=, @-_' characters
Summary
Service = Access level Resource Request cor
Allow (1 of 277 services) Show remaining 276
S3 Full access Multiple None
Tane

A preview, press “Create Policy”
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Description

Maximum 1000 characters. Use alphanumeric and *+=,.@-_* characters.

Summary
Q
Service ~ Access level Resource Request cor
Allow (1 of 277 services) Show remaining 276
S3 Full access Multiple None
Tags
Key - Value -
bucket ewbdrive38

* Required

Cancel Previous reate policy




You have the policy required by the IAM role, it will allow access to the S3 bucket.
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Identity and Access x
Management (IAM) N ® webdrive98-access has been created.

Dashboard Create policy Policy actions ~ [N - IR ]
+ Access management

Groups Filter policies Q, webdrive

Users

Policy name « Type Used as Description
Roles
L 3 webdrive98-access Customer managed
Policies

Identity providers

Account settings

4

Access reports

Access analyzer
Archive rules
Analyzers

Settings

Credential report
QOrganization activity

Service control policies
e Dey

https://console.aws.amazon.com/fiam/home?region=eu-central-1#/policies/arn:aws:iam::541984930095:policy/webdrive98-access

Create the IAM role:
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Identity and Access

Management (IAM) ‘ Roles
x
Dashboard What are IAM roles?
« Access management IAM roles are a secure way to grant permissions to entities that you trust. Examples of entities include the following:
Groups = |IAM user in another account
Users + Application code running on an EC2 instance that needs to perform actions on AWS resources
Roles = An AWS service that needs to act on resources in your account to provide its features
Pol + Users from a corporate directory who use identity federation with SAML
olicies

Identity providers IAM roles issue keys that are valid for short durations, making them a more secure way to grant access.

Account settings Additional resources:
 IAM Roles FAQ

« |AM Roles Decumentation

Access reports

Access analyzer « Tutorial: Setting Up Cross Account Access
Archive rules « Common Scenarios for Roles
Analyzers

Settings

Delete role o 8 e

Organization activity Q Showing 2 results

Credential report

Service control policies
iQrDet - -

Press “Create role”



Chose EC?2 service for the new role:
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Create role o 2 3 4

Select type of trusted entity

>gnito or any OpenlD
ovider

.“i AWS service @ Another AWS account @ Web identity @ SAML 2.0 federation
EC - I — W:t . C "

Allows AWS services to perform actions on your behalf. Learn more
Choose a use case

Common use cases

EC2
Allows EC2 instances fo call AWS services on your behalf.

Lambda
Allows Lambda functions to call AWS services on your behalf.

Or select a service to view its use cases

API Gateway CodeBuild EMR loT SiteWise RDS

AWS Backup CodeDeploy EMR Containers loT Things Graph Redshift
AWS Chatbot CodeGuru ElastiCache KMS Rekognition
* Required Cancel

English (US) ¥ 008 - 20 nazon Web Services, Inc. or its affiliales. All rights resenvec riv olicy Terms of Use

Create role 1 e 3 4

~ Attach permissions policies

Choose one or more policies to attach to your new role

Create policy 5]

Filter policies ~ Q webdrive Showing 1 result
Policy name « Used as

L 3 webdrive98-access

* Required Cancel Previous Next: Tags




Add tags (not required)
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Create role 2 @ s
Add tags (optional)

IAM tags are key-value pairs you can add to your role. Tags can include user information, such as an email address, or can be descriptive, such as a job
title. You can use the tags to organize, track, or control access for this role. Learn more

Key Value (optional) Remove

You can add 50 more tags.

Cancel Previous

Set the IAM role name:
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Create role 123 °

Review

Provide the required information below and review this role before you create it.
Role name*  webdrive98-role

Use alphanumeric and '+=, @-_' characters. Maximum 64 characters

Role description | Allows EC2 instances to call AWS services on your behalf.

* characters.

Maximum 1000 characters. Use alphanumeric and "+=

Trusted entities AWS service: ec2.amazonaws.com

Policies webdrive98-access (£

Permissions boundary Permissions boundary is not set

No tags were added.

* Required Cancel Previous




That is, you have set the required IAM role:
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Identity and Access
Management (IAM)

Dashboard

Access management
Groups

Users

Roles

Policies

Identity providers

Account settings

Access reports

Access analyzer
Archive rules
Analyzers

Settings

Credential report

Organization activity

Service control policies

/erDel

@ The role webdrive98-role has been created.

Q

Delete role

Role name ~

AWSServiceRoleForSupport

AWSServiceRoleForTrustedA...

webdrive98-role

Trusted entities

AWS service: support (Service-Linked role)

AWS service: trustedadvisor (Service-Linked ...

AWS service: ec2

[~ - 7]
Showing 3 results

Last activity ~
None

None

None

https://console.aws.amazon.com/iam/home?region=eu-central-1#/roles/webdrive38-role

Notes:



